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Abstract:

The investigation of various medical image datasets in order to arrive at a successful diagnosis for the afflicted
patients is known as medical image processing. Patients' medical records are digitally saved as Electronic
Patient Records (EPRs), which require the highest level of security and confidentiality because the patient's
data will be connected to open, external platforms for future diagnosis. In order to successfully secure patient
picture data, medical image watermarking and encryption approaches help to achieve the aforementioned
standards. The goals of image encryption and compression are to simultaneously boost security and use less
bandwidth. Patients' privacy must be secured due to the constantly increasing volume of medical digital images
as well as the necessity of sharing them across hospitals and experts for improved and more precise diagnosis.
This means that medical image watermarking (MIW) is required. Furthermore, in past few years, it was
effectively utilized for medical image watermarking. The current study is to attempt a thorough brief to
summarize articles on MIW evaluation with deep learning released in 2020-2023, since the majority of review
works on the subject were completed prior to 2020. In addition to providing insights into the developments
and potential avenues for upcoming research on deep learning for the analysis of MIW, this study contrasts
deep learning with conventional machine learning.
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1. Introduction

With the advancement of digital healthcare systems and telemedicine, medical image processing has become
an essential component in modern diagnostic workflows. The primary necessity of medical image processing
techniques lies in their ability to enhance and analyse collected medical images efficiently, enabling accurate
interpretation and diagnosis by automated systems or healthcare professionals [1]. However, as these images
are increasingly transmitted across networks, especially in cloud-based or distributed healthcare
environments, the challenge of securing sensitive medical data has become a major concern. The security of
medical images must address not only confidentiality, but also integrity and authenticity, while simultaneously
preventing unauthorized access and data manipulation during transmission between medical institutions [2].
A critical issue arises when manipulated or tampered medical data is sent to specialists for clinical evaluation.
Such alterations, whether accidental or malicious can lead to misinterpretation, resulting in incorrect diagnoses
and potentially life-threatening treatments. For example, Electronic Patient Records (EPRs) facilitate the
transmission of medical images over public networks such as the Internet, which are inherently vulnerable to
interception, tampering, or unauthorized access [3]. Therefore, achieving robust security during medical image
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transmission is imperative, and it requires a combination of multiple protective mechanisms. The three core
security requirements for this purpose include confidentiality, data integrity, and authentication, as illustrated
in Figure 1.
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Figure 1: Security Requirements in transmission of medical images [4]

Confidentiality ensures that transmitted medical images remain inaccessible to unauthorized entities,
including hackers and malicious users [4]. A commonly used approach to maintaining confidentiality is
cryptography, which converts image data into an encrypted form that cannot be interpreted without the
appropriate decryption key [5]. Cryptographic algorithms protect image content from eavesdropping or data
leaks during network transmission.

Data integrity, on the other hand, ensures that the medical image received is exactly the same as the one sent,
without any alteration or corruption during the communication process. One effective method for ensuring
integrity is digital watermarking, which involves embedding imperceptible but verifiable information within
the medical image [6]. These watermarks can serve as a checksum or proof of authenticity, enabling the
detection of even the slightest modification. Advanced watermarking methods can also include authentication
data, such as message authentication codes (MACs), which confirm that the image has not been tampered with.
Authentication plays a crucial role in verifying the identity of both the sender and the receiver during image
transmission. It ensures that medical images originate from a trusted source and are delivered to the intended
recipient without interception or impersonation. As discussed by Roseline and Oluwakemi [7], digital
signatures are one of the most widely used techniques for authentication in secure communication. When
integrated with watermarking and encryption, authentication forms a robust security framework that can
withstand various cyber threats.

In this context, encrypted watermarking has emerged as a powerful hybrid approach for securing medical
image sharing. It combines the strengths of cryptography and watermarking offering dual-layer protection
where encryption ensures confidentiality and watermarking guarantees integrity and authenticity. This paper
provides an overview of encrypted watermarking techniques, explores their roles in secure medical image
transmission, and highlights current trends, challenges, and opportunities in this evolving field.

2. Encryption of Medical Images

In general, most attacks that occur during the transmission of medical images can be categorized into four
types: interruption, interception, modification, and fabrication. Interruption attacks aim to damage or disrupt
medical data, often through the use of malicious software or small viruses. Interception attacks focus on
capturing sensitive medical information during transmission, typically through hidden malicious code
embedded in certain free or pirated software. Modification attacks involve the intentional alteration of the
contents of transmitted medical images, which can lead to incorrect diagnoses or treatments. Fabrication
attacks result in the insertion of false or harmful data into the network, potentially misleading healthcare
systems or professionals. Due to the critical implications of such attacks, there is a pressing need to develop
advanced techniques that ensure the secure transmission of medical images [8-10].
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To maintain high confidentiality, the transmitted medical data must be protected from unauthorized access.
One of the most effective methods for achieving this is encryption, which ensures that the data remains
unreadable to intruders. Consequently, the implementation of enhanced encryption algorithms is essential to
fulfil the fundamental security requirements of confidentiality, integrity, and authenticity. Encryption
techniques can generally be divided into two categories: symmetric key encryption and asymmetric (or public
key) encryption. In symmetric encryption, the same key is used for both encrypting and decrypting the data.
This method is known for its speed and efficiency, making it particularly suitable for large data types such as
images. In contrast, asymmetric encryption uses a pair of keys one public and one private. While the public key
is openly distributed for encryption, only the intended recipient holds the private key required for decryption.
Although asymmetric encryption offers strong security, it is often less efficient for large-scale image data.
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Original Original
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Private
. Key (K) ;
Image Encryption ) . _E Image Decryption
Algorithm Algorithm

Encrypted Encrypted
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Figure 2: Image Encryption & Decryption Procedure [4]
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Despite the availability of several symmetric and asymmetric encryption methods for securing digital content
and textual data, symmetric encryption remains more suitable for image encryption due to its reliance on a
single private key and lower computational complexity [11]. The process of encrypting and decrypting medical
images can be understood through the following sequence: at the sender’s end, the original image (denoted as
I) is encrypted using a private key (K), resulting in an encrypted image (E). This encrypted image is then
transmitted over public networks. At the receiver’s end, the encrypted image (E) is decrypted using the same
private key (K), allowing for the retrieval of the original image (I) through a corresponding decryption
algorithm (Figure 2). This process ensures that the medical data remains protected and accessible only to
authorized parties throughout its transmission.

3. Digital Image Watermarking

In recent years, the proliferation of digital media such as text, videos, images, and audio files on the internet
has grown exponentially, transforming the world into a globally connected digital community. However, as
digital processing systems increasingly integrate with the internet, multimedia content becomes highly
vulnerable to security threats. Transmitted information can be altered, intercepted, or disseminated without
prior authorization, posing serious challenges to data privacy and ownership. Common security threats include
copyright infringement, unauthorized access, data theft, and illegal redistribution. According to the Institute
for Policy Innovation (IPI), annual breaches involving movies, texts, audio, and software have resulted in
significant copyright violations, financial losses, and job displacement.

To address these issues, digital image watermarking has emerged as an effective solution, offering a wide range
of benefits in securing multimedia content. One of its key advantages lies in its ability to embed hidden data
within digital images without compromising their semantic integrity. As such, digital watermarking plays a
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crucial role in enhancing multimedia security by ensuring content authenticity and ownership verification [12-
13].

Typically, the digital image watermarking process involves three main phases: watermark generation,
watermark embedding, and watermark detection. First, a watermark generator creates a unique watermark
tailored to a specific application, often based on predefined keys. Next, the embedding phase incorporates this
watermark into a cover image using embedding keys. Finally, in the detection phase, a decoder is used to extract
and verify the watermark from the potentially altered image. By comparing the extracted watermark with the
original, any tampering or unauthorized modification can be effectively identified.

The major benefits of digital image watermarking include improved data security and privacy, non-repudiation,
controlled access, prevention of unauthorized duplication, and efficient usage of memory and bandwidth.
Watermarking techniques are generally classified into three categories: robust, fragile, and semi-fragile
watermarking. Each category serves different security and authentication needs, depending on the sensitivity
and application of the media.

In the context of medical imaging, digital watermarking is especially important for preventing unauthorized
access, ensuring diagnostic integrity, and protecting patient confidentiality. Contemporary digital
watermarking approaches often employ domain transformation techniques such as the Discrete Fourier
Transform (DFT), Discrete Cosine Transform (DCT), and Discrete Wavelet Transform (DWT) for embedding
and extracting watermarks with high precision and robustness [14].

Figure 3 presents a schematic block diagram of the medical image watermarking process. At the sender’s end,
an encoder embeds the watermark into the medical image to enhance both security and authentication. At the
receiver’s end, a decoder extracts the watermark from the received image. By comparing the extracted
watermark with the original, it becomes possible to detect any tampering or unauthorized alterations to the
image. To ensure both reliability and high image quality, the performance of the watermarking system is
commonly evaluated based on perceptibility, which refers to the visual invisibility of the watermark in the
image [15].

Watermarked Image Image after Attack
Encoder ' Open Network Decoder |—
Original Retrieved
Image Attacks Image
Watermark to Extracted
Embed Watermark

Figure 3: Digital Image Watermarking Procedure

4. Types of Watermarking

Watermarking can be broadly classified based on various criteria such as visibility, detection method,
embedding domain, and the type of media being protected. The main types include visible and invisible
watermarking, spatial domain and frequency domain watermarking, as well as detection-based types like
blind, semi-blind, and non-blind watermarking. Additionally, watermarking techniques vary according to the
type of content, including image, video, audio, and text watermarking (Figure 4). These classifications help
select the most suitable approach depending on the application’s needs for security, robustness, and
imperceptibility, as detailed below.
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Figure 4: Classification of Watermarking Methods

4.1 Spatial Domain Watermarking
4.1.1 Least Significant Bit (LSB) Method

The Least Significant Bit (LSB) watermarking technique is one of the most basic spatial domain methods. It
embeds watermark information by altering the least significant bits of selected pixels in the original image.
This approach maintains high visual fidelity, as changes to LSBs are generally imperceptible to the human eye
[16]. However, LSB watermarking is highly vulnerable to image compression, noise, filtering, and geometric
transformations, which can easily destroy or remove the embedded watermark. Thus, it is typically used in
applications where robustness is not the primary concern [17].

4.1.2 Correlation-Based Watermarking

Correlation-based watermarking techniques embed the watermark into the image such that it can later be
detected using a correlation detector. In this method, the watermark signal is typically a pseudo-random
sequence which is added directly to the image pixels in a predefined manner [18]. During detection, the
presence of the watermark is confirmed by correlating the received image with the original watermark pattern.
If the correlation exceeds a certain threshold, the watermark is deemed present. This method provides
moderate robustness and security compared to LSB, as it is less sensitive to small distortions. However, its
success depends on the correlation strength and the correct threshold selection [19].

4.1.3 Spread Spectrum (SS) Watermarking

Spread Spectrum watermarking improves robustness and security by spreading the watermark information
across a wide range of spatial pixels using a pseudo-random noise pattern [20]. This technique is inspired by
communication systems where the signal is spread over a broader bandwidth. In image watermarking, it
ensures that even if parts of the image are altered or removed, the watermark can still be detected. Spread
spectrum methods are more resilient to common image processing attacks and are difficult to detect or remove
without the appropriate key, making them suitable for higher-security applications [21].

4.2 Frequency (Transform) Domain Watermarking
4.2.1 Discrete Cosine Transform (DCT)

The DCT is a popular frequency domain method that converts spatial pixel values into frequency components.
It is typically applied block-wise (e.g., 8x8) to the image [22]. Watermarks are embedded in the mid-frequency
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coefficients, balancing imperceptibility and robustness. Modifying low-frequency components can significantly
degrade image quality, while high-frequency components are prone to loss during compression [23]. DCT-
based watermarking is widely used in compressed image formats such as JPEG and is effective against lossy
compression and minor manipulations.

4.2.2 Discrete Fourier Transform (DFT)

The DFT represents an image in terms of its global frequency characteristics. Watermarking with DFT typically
involves modifying the magnitude or phase components of the transform domain. It offers strong resilience
against geometric attacks like rotation, scaling, and translation, as such transformations affect the spatial
domain more than the frequency magnitude [24]. Though DFT is computationally intensive, its robustness
makes it suitable for high-security applications, including document authentication and copyright protection
[25].

4.2.3 Discrete Wavelet Transform (DWT)

The DWT provides a multi-resolution representation of an image, dividing it into various sub-bands (LL, LH,
HL, HH) corresponding to different frequency ranges [26]. Watermarks are often embedded into the higher-
frequency sub-bands to maintain imperceptibility, or in lower-frequency bands for improved robustness. DWT
is particularly useful in medical imaging applications due to its ability to preserve critical diagnostic
information while ensuring secure watermark embedding [27]. Its layered decomposition also makes it highly
adaptable for hierarchical and scalable watermarking.

4.2.4 Fast Fourier Transform (FFT)

The FFT is a computationally efficient algorithm for performing the DFT. It retains the core benefits of DFTs
robustness to geometric and signal-based attacks, while significantly reducing processing time. FFT is suitable
for real-time watermarking and high-resolution image scenarios where performance and scalability are
essential [28]. Like DFT, FFT-based watermarking embeds data in the frequency domain, making it harder for
attackers to detect or tamper with the watermark without altering the image noticeably [29].

4.3 Watermarking Based on Human Perception

Digital watermarking techniques that leverage human perception are broadly classified into two categories:
visible and invisible watermarking. These classifications are based on the perceptibility of the watermark to
the Human Visual System (HVS).

4.3.1 Visible Watermarking

Visible watermarking refers to the deliberate embedding of logos, text, or patterns onto the visible part of an
image. These watermarks are clearly perceptible to human viewers and are typically placed in a prominent
location within the image, such as a corner or center, to declare ownership or assert copyright. Commonly used
in digital photography, broadcasting, and online image sharing, visible watermarks serve as a deterrent against
unauthorized use or reproduction. Although they are easily noticed, visible watermarks must still be carefully
designed to avoid obstructing critical content in the image, especially in sensitive domains like medical imaging.
The challenge lies in achieving an optimal balance between visibility, aesthetic quality, and tamper resistance.

4.3.2 Invisible Watermarking

Invisible watermarking involves embedding watermark data into the image in a manner that is imperceptible
to the human eye but can be detected or extracted through computational methods. These watermarks are
typically used for copyright protection, authentication, and data integrity verification. Invisible watermarking
techniques take advantage of the HVS by embedding data in areas where visual sensitivity is low, such as high-
frequency regions or textured areas of the image. Advanced algorithms also incorporate perceptual models
that consider luminance masking, contrast sensitivity, and texture masking to maintain the image’s visual
fidelity. Invisible watermarking is widely applied in scenarios where preserving the image quality is critical,
such as in medical imaging, legal evidence, or confidential document exchange, while still maintaining a hidden
layer of security.

Both visible and invisible watermarking methods play crucial roles in digital rights management and secure
multimedia distribution. While visible watermarking emphasizes public attribution and deterrence, invisible
watermarking focuses on covert protection and forensic tracking without altering the visual experience. The
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choice between the two depends on the application context and the required trade-off between perceptibility,
robustness, and security [30].

4.4 Watermarking Based on the Method of Detection

Digital watermarking techniques can also be classified based on the method used to detect or extract the
watermark from the watermarked image. This classification affects the system’s complexity, security, and
practicality in real-world applications. The three main categories under this approach are: Blind, Semi-Blind,
and Non-Blind watermarking.

4.4.1 Blind Watermarking (Oblivious Detection)

Blind watermarking refers to techniques in which the watermark can be detected or extracted without
requiring access to the original (unwatermarked) image. This method is highly practical, especially in real-time
or large-scale applications, since storing or accessing the original image during detection is not necessary [31].
Blind detection is ideal for applications like copyright enforcement, content tracking, and authentication in
decentralized systems. However, designing blind watermarking schemes that are both robust (resistant to
attacks) and imperceptible (not visible) is more challenging, as the extraction must rely solely on the
information present in the watermarked image.

4.4.2 Semi-Blind Watermarking

Semi-blind watermarking requires partial information about the original content for watermark detection. This
may include a secret key, watermark sequence, or some feature of the original image, but not the complete
image itself [32]. It offers a compromise between robustness and practicality, less complex than non-blind
methods and more accurate than blind methods. Semi-blind detection methods are useful in authentication
systems where the watermark needs to be validated using reference data (like a hash or template) but storing
the entire original image is impractical due to memory or bandwidth limitations.

4.4.3 Non-Blind Watermarking (Informed Detection)

Non-blind watermarking, also known as informed detection, requires full access to the original image during
the watermark extraction process. This approach allows for more accurate and reliable watermark detection,
especially in the presence of distortions, as the detector can directly compare the watermarked image with the
original [33]. Non-blind watermarking is commonly used in controlled environments such as medical imaging,
secure digital archiving, and legal evidence management, where the original data is available and verification
accuracy is critical. However, its dependence on the original image makes it less suitable for scenarios involving
large-scale distribution or remote verification.

4.5 Watermarking Based on the Type of Document

Digital watermarking techniques are tailored according to the nature of the content being protected. The type
of media, whether it is an image, video, audio, or text—significantly influences the choice of embedding
strategy, robustness requirements, and perceptual constraints. The following are the common classifications
based on the type of document:

4.5.1 Image Watermarking

Image watermarking involves embedding watermark data into still images. This is one of the most researched
areas in digital watermarking due to the widespread use of digital images across the internet, especially in
medical imaging, digital photography, and media [34]. Watermarks can be embedded in the spatial domain
(e.g., LSB, correlation-based) or frequency domain (e.g., DCT, DWT, DFT). Image watermarking must ensure
high imperceptibility and robustness against operations like compression, cropping, resizing, and filtering.
Applications include copyright protection, medical image security, and image authentication.

4.5.2 Video Watermarking

Video watermarking extends image watermarking techniques to temporal data. A video is essentially a
sequence of image frames, often accompanied by audio [35]. Watermarking in video can be done frame-by-
frame or by using temporal characteristics like motion vectors or scene changes. Frequency-domain techniques
(like DWT-DCT hybrids) are frequently used for robustness. Video watermarking must meet stricter
requirements for real-time processing, synchronization, and resilience to compression (e.g., MPEG), frame
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dropping, temporal scaling, and re-encoding. It is commonly applied in broadcast monitoring, digital cinema,
surveillance, and streaming media protection.

4.5.3 Audio Watermarking

Audio watermarking focuses on embedding data into digital audio signals such as speech, music, or sound
recordings. The watermark must be inaudible to human listeners while remaining robust against common
audio transformations like compression (e.g., MP3), filtering, and noise addition. Techniques typically use time
domain (e.g, echo hiding, phase coding) or frequency domain (e.g., FFT, DCT, wavelet transforms) [36].
Psychoacoustic models are often employed to exploit the limitations of the Human Auditory System (HAS) for
perceptual transparency. Applications include music rights management, audio fingerprinting, and broadcast
tracking.

4.5.4 Text Watermarking

Text watermarking is more challenging due to the discrete and limited redundancy in text documents. Unlike
images or audio, where small changes can be imperceptible, even minor alterations in text can be easily
noticeable or disrupt semantics. Text watermarking techniques include formatting-based methods (e.g.,
altering spacing, font, or punctuation), syntactic methods (rephrasing sentences), and semantic methods
(replacing synonyms without changing meaning) [37]. The goal is to embed information without affecting
readability or content integrity. Applications include document authentication, plagiarism detection, and
copyright protection of digital manuscripts or e-books.

Each type of document presents unique challenges for watermarking, and the techniques must be adapted
accordingly to ensure imperceptibility, robustness, security, and efficiency. The choice of approach is highly
dependent on the media’s perceptual characteristics and the intended application domain.

5. Digital Image Watermarking System Requirements

For particular objectives, like in medical applications, few other characteristics like imperceptibility and
reversibility should be included and it is completely explained in medical segment.

Fidelity: This metric decides similarity amongst the watermarked and non-watermarked image. Otherwise
said, fidelity refers to the degree of invisibility of the watermark present in the watermarked image.

Robustness: In contrary to fragile watermarking, robustness indicates the resilience against different
nondeliberate and unauthorized attacks. Cropping, resizing, and compression are instances of unintentional
attacks, which may occur generally during the processing of a digital image. Noise inclusion and geometrical
distortion constitute the two examples of intrusive attacks, which may be utilized by attackers for removing
the watermark.

Data Payload (Capacity): it his aspect depicts maximum amount of data, which can be inserted into an image
with no significant reduction in the image quality. The effect of capacity on robustness and perceptibility of
watermarked image is very important; for example, when the data payload is increased, the robustness will
reduce and the perceptibility will improve. The dimensions of the host image must also take into consideration,
due to the fact that the more the image resolution, the higher the degree of watermark is suitable in terms of
bits [38].

Security: This metric is associated with the usage of various types of keys, like public or private, such that

unauthenticated individuals cannot compromise the watermark.

Computational Complexity (Speed): This measure is associated with the computation time taken to embed
and extract the watermark, which directly decides the computational complexity. For instance, real-time
application needs rapid techniques. But, for higher-security applications, time consumption of embedding as
well as extracting techniques are generally high.

Perceptibility: This metric is associated with the degree of distortion appearing on watermarked image once
a watermark is inserted. In the case of imperceptible watermarks, this metric must be a minimal value.
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6. Applications of Digital Watermarking System

Watermarking approaches are application based. Various techniques show diverse constraints and criteria.
Below is a list of a few uses:

Copyright Protection: This application claims that the digital image clearly incorporates the owner's
copyright information, and it may be extracted to demonstrate ownership in the event of an infringement. To
do this, the watermark has to be resistant to both approved and illegal assaults. It is not appropriate to apply
this kind of watermark to prevent users from duplicating the digital image.

Fingerprinting: The creator of this program should add various watermarks according to each user's
identification. It implies that the data, which are utilized in the form of a watermark, will be selected as per the
information of the client. This method makes it easier for the proprietor to identify the origin of illicit copies
and quickly apprehend users who break licensing agreements. Additionally, this watermark ought to be
trustworthy and undetectable.

Authentication as well as Integrity Verification:

This application's goal is to determine whether or not the digital picture has been altered, and if so, to identify
the location of the alteration. Fragile or semi-fragile watermarking methods, which are unreliable against
content changes, must be utilized in this application. Digital picture watermarking may also be used for
clandestine communication, content description, even broadcast monitoring.

7.Issues In Encryption, and Digital Watermarking of Medical Images

All the existing image encryption techniques do not ensure complete robustness towards digital watermarks
in encryption domains. In case of few of these image encryption approaches, the extraction of watermarks could
be carried out after embedding the watermarks. However, owing to the presence of numerous interferences
like Gaussian noise, median filtering, rotations, etc., the quality of the watermarks become poorer, therefore
the robustness of the watermarks could not be assured [39, 40]. Considering plaintext domains, even though
numerous effective digital image watermarking approaches were formulated, owing to the restrictions in the
encryption techniques, transplanting these effective digital image watermarking approaches directly to the
encryption domains become little tedious task especially when processing medical images as these medical
image security applications need specific requirements. Imperceptibility is considered as one of the major
concerns while processing medical images using digital image watermarking techniques. In many applications,
altering the medical images after embedding watermarks is not permitted. Imperceptibility could be attained
by picking the Region of non-interest (RNOI) watermarking, where the watermarks are inserted in the medical
images' RNOI region. Moreover, imperceptibility could be attained with the help of reversible watermarking
approaches that assist in recovering the original medical images by performing the reverse operation of
watermark embedding mechanism at receiver end. At receiver end, it must be able to easily extract the original
medical images as well as embedded watermarks. This property which is commonly referred as reversibility
of medical image watermarking has to be seriously encountered. Moreover, for enabling e-treatment, most of
the medical images were transmitted via internet so as to accomplish remote diagnosis. In these cases,
transmission speed has a serious impact, therefore the chosen algorithm must be of reduced complexity for
minimizing the execution time.

8. Recent Notable Works

E-healthcare applications are increasingly vulnerable to various cyberattacks, which may lead to severe
consequences including unauthorized data access, manipulation, or loss of sensitive medical information.
These threats undermine the security, confidentiality, and integrity of electronic health records and
transmitted medical images.

Hosny et al. (2024) presented an in-depth survey on digital image watermarking using deep learning
techniques, outlining recent advancements and applications in securing visual data [41]. The study categorized
various deep learning-based watermarking approaches into supervised, unsupervised, and generative models,
highlighting their effectiveness in terms of robustness, imperceptibility, and capacity. The authors noted that
deep neural networks (DNNSs), especially convolutional neural networks (CNNs) and autoencoders, have
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shown promising results in embedding and extracting watermarks under a variety of attacks. Their work
emphasized the growing potential of Al-powered watermarking in adapting to increasingly complex threats in
multimedia security.

Sharma et al. (2024) conducted a comprehensive review on the use of image watermarking for identity
protection and verification, particularly in the context of biometric and personal data [42]. Their study focused
on how watermarking techniques are integrated into identity authentication systems to prevent spoofing,
tampering, and identity theft. The paper examined domain-specific methods such as DWT-SVD and hybrid
transform-based watermarking, and assessed their performance in terms of fidelity, security, and real-time
processing capabilities. This work reinforces the critical role of watermarking in safeguarding identity within
secure access systems and digital identification platforms.

Yang et al. (2025) explored a novel frontier in watermarking its application in large language models (LLMs).
Their survey discussed the design and implementation of watermarking strategies for protecting and tracing
outputs generated by LLMs, such as GPT-style models [43]. Key methods reviewed include prompt-level
watermarking, output perturbation, and probabilistic watermarking for text generation. The study highlighted
the importance of such techniques in intellectual property protection, content authenticity, and misinformation
control, especially in an era where Al-generated content is widely disseminated.

Ye et al. (2025) proposed a periodic watermarking scheme for copyright protection of LLMs within cloud
computing environments [44]. Their approach embeds periodic watermarks directly into the output patterns
of language models, allowing for efficient tracking of model usage and protection against unauthorized
distribution. The study also introduced a detection framework that uses periodic signature analysis for
watermark verification, even under adversarial transformations. This method enhances cloud security by
enabling copyright holders to prove ownership and monitor model misuse without compromising
performance.

Ye et al. (2025) also introduced a hybrid security framework for social image protection, combining
encryption and watermarking across multiple domains [45]. Their method employs multi-domain
watermarking, embedding data in both spatial and transform domains while concurrently encrypting the
image to ensure end-to-end confidentiality. This dual-layer approach enhances protection against
unauthorized sharing, tampering, and reverse engineering in social media contexts. Their research
demonstrates how combining cryptographic encryption with robust watermarking significantly strengthens
data security in publicly shared digital content.

Wandile et al. (2025) developed a compact and secure image encryption model tailored for [oT-based medical
systems, combining Elliptic Curve Cryptography (ECC) with Advanced Encryption Standard (AES) [46]. Their
hybrid cryptographic approach ensures a strong balance between lightweight processing and robust
encryption, which is critical for resource-constrained environments like [oT healthcare devices. The proposed
scheme showed notable improvements in execution speed and energy efficiency while maintaining high levels
of image confidentiality and integrity. The model is particularly useful in e-health applications where real-time
encryption of sensitive medical images is required.

Pandey and Sharma (2025) introduced a novel encryption-validation mechanism based on ECC for medical
images, enhanced with genetic algorithms for embedding watermark data in the low-frequency region of the
image spectrum [47]. This method not only secures the image through strong encryption but also integrates a
validation process to verify authenticity. By targeting low-frequency regions, the embedded watermark
remains resilient against common image processing operations such as compression and filtering. Their
approach provides a dual-layer defense system that ensures both security and validation of transmitted
medical content.

El-Rahman et al. (2025) proposed C-HIDE, a steganographic and encryption framework that introduces a
coverless hybrid image encryption scheme using ECC and AES to ensure enhanced data hiding and
confidentiality [48]. Unlike conventional watermarking, C-HIDE focuses on robust steganography, eliminating
the need for a visible or detectable cover medium. The system supports high payload capacity and security
through an advanced hybrid cryptographic model, making it ideal for embedding sensitive patient information
within medical images in telemedicine and cloud-based healthcare systems.
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Chaouch et al. (2025) addressed image security in cloud computing environments by developing a hybrid
encryption technique that combines ECC with spatiotemporal cryptography [49]. Their model introduces
dynamic temporal encryption parameters, increasing resistance to known-plaintext and chosen-ciphertext
attacks. The approach enhances data protection during storage and transmission of medical images in
distributed cloud networks. The use of ECC ensures computational efficiency, while spatiotemporal scrambling
adds an additional layer of unpredictability and resilience, making this method highly applicable to modern e-
health infrastructures.

9. Performance Metrics Analysis

Peak Signal to Noise Ratio (PSNR): It is the highest power to noise distortion image representation ratio, or
peak signal to noise ratio (PSNR). Typically, PSNR is presented using a decibel scale. A common metric for
assessing image quality is PSNR. The original data in this case is the signal, while the error is the noise. Higher
PSNR displays higher image quality. PSNR is most easily defined via the mean squared error is provided in

equation (1).
[1(i.))-K (i.))] ()

1 n—

1 — 1
MSE =—
mn ; =0

The PSNR (in dB) shall be defined using equation (2).

2
PSNR =10log,, (255)° @
MSE

The original, watermarked images are I and K respectively.

Compression Ratio (CR): The compression ratio refers to the proportion between the size of the original
image and the size of the compressed image. It indicates how effectively an image compression algorithm
reduces data. A higher compression ratio means more data reduction, resulting in smaller file sizes, which is
especially important for storing and transmitting large medical images. However, care must be taken to
maintain image quality, especially in medical applications where diagnostic accuracy is critical.

CR= Original Image in bytes/ Compressed Image in bytes (3)

Normalized Correlation (NC): is a metric used to evaluate the similarity between the extracted watermark
from a compromised or distorted image and the original watermark. It measures how closely the retrieved
watermark matches the original, with values typically ranging from 0 to 1. A value closer to 1 indicates high
similarity, implying that the watermarking technique is robust against attacks or distortions. This makes NC a
crucial parameter in assessing the reliability and effectiveness of digital watermarking systems.

NC = ZTIZjI(I(i,j)*KSi’j))
2212_’;:1](1',1')

Embedding Capacity (EC): Embedding Capacity refers to the amount of data that can be embedded within an
image without significantly degrading its quality. It is commonly measured in bits per pixel (bpp), indicating
how many bits of watermark or hidden data are stored in each pixel of the host image. A higher embedding
capacity allows for more information to be embedded, but it must be balanced with imperceptibility and
robustness to ensure that the watermark remains invisible and resistant to attacks.

m

Capacity = +— (5)

4]

(4)
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Where, m is the message that is embedded in cover image.

Structural Similarity Index Measure (SSIM): The calculation of the structural similarity index tests the
similarity to structures and compares normal luminance and contrast patterns in local pixel intensities. The
concept behind this quality assessment is that the visual system is good for the collection of structural details.
Structural awareness is the concept of strong interdependence in the pixels, particularly when near the space.
These dependencies provide valuable information on the organization of the visual scene components. Several
windows of an image are used to compute the structural similarity (SSIM) measure. The range of its value is [0,
1]. Equation (6) is used to represent the measure across two windows of common size NxN.

(Z*yx*yy+Cl)(2*axy+C2)

SSIM (x,y) = (1 +1+C) (0l +0;+C))

(6)

2 . 2 .
where, U - Anaverage ofx, M- An average of y, 0, - Avariance of x, o, - A variance of y and

0,,- A covariance of x as well as y. C =(k L)Z ,C, = ( k, L)2 represents the two variables that maintain the weak

denominator division. L is the pixel-values' dynamic range and K1 =0.010 and kz =0.030, the standard value.

10. Conclusion

With the increasing use of digital communication in healthcare, especially through telemedicine, teleradiology,
remote diagnosis, and virtual consultations, ensuring the security, authenticity, and integrity of medical images
has become more important than ever. To meet these growing demands, researchers have proposed various
medical image watermarking techniques, each offering certain advantages while also facing specific limitations.
In this study, we presented a detailed overview of medical image watermarking methods, emphasizing their
fundamental concepts, practical challenges, and real-world applications. We discussed the basic structure of
watermarking systems, explained where digital watermarks are typically embedded within medical images,
and outlined key requirements such as robustness, invisibility, and embedding capacity. Additionally, we
explored common threats and evaluated how different techniques can protect against them. This review aims
to guide future research and development in building secure and reliable systems for medical image protection
in modern healthcare environments.
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